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WHO SHOULD READ THIS REPORT

This report provides forecasts for security-related technology 

spending by small and medium-sized businesses (SMBs) 1 in 

developed Asia–Pacific (DVAP).2

This report quantifies the opportunity for security vendors in 7 key 

security categories and 20 sub-categories. It is based on:

▪ Analysys Mason’s SMB Technology Forecaster, which has 

been updated to reflect the impact of the COVID-19 

pandemic on the SMB market.

▪ our ICT Tracker survey of SMBs in developed Asia–Pacific in 

1Q 2019, n = 251.

▪ economic indicators, such as GDP and population growth

▪ vendor and supply-side indicators, such as pricing and 

financial reporting

▪ Analysys Mason’s ongoing discussions with security vendors 

and service providers.
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About this report

1 We define small businesses as those with 0–99 employees, and medium-sized businesses are those with 100–999 employees. 
2 The developed Asia–Pacific region includes Australia, Hong Kong, Japan, Korea, New Zealand, Singapore and Taiwan.
3 A full description of each category is included in the appendix of this report.

▪ Security vendors that want to identify key areas for revenue growth, both 

in terms of enterprise segments and individual services.

▪ Security vendors that are considering targeting the SMB market.

▪ Third-party service providers (such as managed service providers (MSPs) 

and operators) that are seeking partnerships with security vendors. 

SPENDING CATEGORIES3

▪ Endpoint security:

▪ encryption (on-premises)

▪ secure content management (on-premises)

▪ web/messaging security (cloud + on-premises)

▪ Mobile security:

▪ mobile application management (cloud + on-premises)

▪ mobile device management (cloud + on-premises)

▪ Network security:

▪ firewall (on-premises)

▪ identity and access management (cloud + on-premises)

▪ intrusion detection/prevention (on-premises)

▪ other security and vulnerability management

▪ security information and event management (cloud + on-

premises)

▪ Security hardware:

▪ dedicated security appliances

▪ unified threat management appliances

▪ Cloud security:

▪ hosted security software

▪ Product support services:

▪ security support

▪ Remotely managed IT services security:

▪ remotely managed security services

https://www.analysysmason.com/services/research/smb-technology-forecaster/
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Strong spending for hosted/cloud-based solutions – especially 

cloud security (software), mobile security and remotely 

managed security services – is driving an increase in overall 

cyber-security revenue, particularly as firms roll out expanded 

working-from-home (WFH) arrangements and respond to 

changing operational conditions. Growth in spending for on-

premises solutions will be much slower.  

Cloud-based solutions accounted for 13% of the total security 

spend (USD811 million) by SMBs in DVAP in 2019. By 2024, this 

will increase to 21% (USD2.0 billion). Expanding penetration (from 

10% of SMBs to 17%) is driving spending growth in the region.

Spending on remotely managed security is projected to increase 

by about 12% per year over the forecast period, driven by a sharp 

rise in the number of firms that are outsourcing management of 

their cyber security to third-party providers. In 2019, managed 

security services accounted for 33% of all security spending and 

this is expected to increase to USD3.5 billion by 2024.

Spending on mobile security solutions will increase to almost 13% 

per year through 2024, from USD362 million to USD650 million. A 

growing installed base will drive higher mobile security spending.

Spending for on-premise and legacy technologies such as 

endpoint and network security, hardware and product support 

services will grow at a much slower rate. First-time deployments 

will slow down and costs for on-premise solutions are declining.

Figure 3: SMB security spending by category, developed Asia–

Pacific, 2019 and 2024
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Security overview: the demand for hosted/cloud-based security, mobile security and 

remotely managed security services will drive growth in SMB security spending in DVAP
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Our forecast reflects the growing importance of cloud-based 

security solutions to SMBs, particularly as they try to cope with 

COVID-19-related issues. In our recent survey, 24% of SBs and 

48% of MBs in DVAP reported that upgrading to more-

advanced, cloud-based security solutions was critical to them 

accomplishing their business growth goals.1

Hosted/cloud-based security solutions are driving growth in 

overall security spending. Cloud-based solutions currently account 

for 54% of the total security spending by SMBs in DVAP, and this 

is projected to increase to 68% over the next 5 years. Almost 

USD7 out of every USD10 spent on security in 2024 will be for 

cloud-based solutions.

Although spending for on-premises solutions is expected to grow 

more slowly at about 1% per year over the forecast period, SMB 

spend in DVAP is projected to grow for a few on-premises 

products, including MDM (at a CAGR of 12.6%), mobile 

application management (at a CAGR of 12.2%), unified threat 

management appliances (at a CAGR of 4.8%) and encryption (at a 

CAGR of 3.5%). The spending growth for other on-premises 

categories in DVAP will be less than 3%, annually.

Figure 14: SMB security spending, by deployment method, 

developed Asia–Pacific, 2019 and 2024
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Deployment method: SMBs’ share of security spending allocated for on-premises 

solutions will fall as migration to cloud-based solutions surges
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1 According to our ICT Tracker survey of SMBs in developed Asia–Pacific in 1Q 2019, n = 251.
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CONSULTING

We deliver tangible benefits to clients across the telecoms 

industry:

▪ communications and digital service providers, vendors, 

financial and strategic investors, private equity and 

infrastructure funds, governments, regulators, broadcasters, 

and service and content providers.

Our sector specialists understand the distinct local challenges 

facing clients, in addition to the wider effects of global forces.

We are future-focused and help clients understand the challenges 

and opportunities that new technology brings.

RESEARCH

Our dedicated team of analysts track and forecast the different 

services accessed by consumers and enterprises.

We offer detailed insight into the software, infrastructure and 

technology delivering those services.

Clients benefit from regular and timely intelligence, and direct 

access to analysts.

Analysys Mason’s consulting services and research portfolio
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