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WHO SHOULD READ THIS REPORT

KEY QUESTIONS ANSWERED IN THIS REPORT

About this report
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This report highlights the role that observability plays in 

supporting communications service providers’ (CSPs’) software 

environments. Observability is a cloud-native concept that is used 

in cloud-native IT platform tooling to provide insights into the 

internal state of a cloud-native environment (including 

applications, cloud platforms and the cloud physical infrastructure). 

This report explains what observability is and why it is important 

to CSPs today. We highlight the challenges associated with CSPs’ 

current approaches to implementing observability and how these 

issues can be addressed. We also provide an overview on use 

cases that can be achieved using observability and the current 

state of the vendor ecosystem, with details of those vendors that 

offer observability solutions to the telecoms industry.

The report provides recommendations to vendors that offer, or 

plan to offer, observability tools; the implementation of 

observability solutions in CSP environments should be seen as an 

ecosystem play and so will require collaboration between players.

The report is based on several sources including: 

▪ Analysys Mason’s previous survey projects about CSPs’ IT 

transformation strategies

▪ interviews with vendors, including telecoms ISVs, software 

technology providers and public cloud providers

▪ interviews with CSPs.

This document is for Analysys Mason’s subscription service customers only. Usage is subject to the terms and conditions in our 

copyright notice.

▪ What is observability and how can the telecoms ecosystem benefit 

from it?

▪ How can observability be implemented within the telecoms network 

environment?

▪ What are the challenges associated with implementing observability 

and how can they be addressed?

▪ Which observability solutions are vendors offering to CSPs and how 

are these solutions being developed?

▪ Product marketing staff at ISVs that want to offer observability 

solutions to CSPs. This includes network performance data providers, 

data platform providers and AIOps solution providers.

▪ Product development staff who want to reposition their observability 

offerings as solutions that can address the needs of the telecoms 

industry.

▪ CSPs that are looking to implement observability to support their 

DevOps needs.
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CSPs require observability platforms to gain a better view of the 

state of their networks and IT environments, but current approaches 

to implementation present several challenges, including the 

use of multiple tools with duplicated functions. Vendors should 

follow a unified and open approach to development to ensure 

that their observability solutions work well in CSP environments.

Vendors that offer observability solutions to CSPs must address:

▪ the lack of clarity about how observability needs to work 

within the context of the telecoms industry and the range of 

use cases that it can support

▪ the challenges of meeting the key requirements of 

observability platforms (to be fully open-source and to be 

supported by a well-defined data strategy).

▪ issues around adapting open-source observability tool sets 

for the telecoms environment.

Figure 1: Observability platforms: challenges, solutions and 

benefits
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Executive summary

▪ Vendors must help CSPs to understand the value of observability, 

which will be critical as CSPs transition to cloud-native operations.

▪ Vendors should focus on developing platforms that are open and 

that can contextualise and expose observability data to third-party 

solutions.

▪ Vendors should collaborate with CSPs, peers and industry standards 

bodies to develop comprehensive observability solutions.

KEY RECOMMENDATIONS

Observability can support cloud-native operations, but 

current implementations present CSPs with challenges

CHALLENGES

The observability tools 

used in CSP 

environments are siloed 

and often duplicate 

functions

The telecoms industry 

lacks a common

approach to

implementing

observability

Generating, collecting, 

storing and exposing 

observability data will

be difficult and costly 

SOLUTIONS

Understanding 

observability will be 

critical to CSPs' future

IT and network 

environment

Full-stack observability 

will be supported by a 

robust observability 

platform that can address 

multiple use cases

Collaboration between 

vendors and CSPs will 

help to drive effective 

implementation of 

observability

BENEFITS

Observability provides a 

robust framework

for monitoring

CSPs’ networks

Observability enables 

CSPs to achieve

top-level business 

objectives

Observability platforms 

can facilitate

more-accurate

resolution of issues 

Source: Analysys Mason
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Instrumentation Collection Storage Analysis

Observability platforms can help CSPs that are migrating to 

cloud-native systems by providing actionable insights into the 

state of their networks. However, observability solutions do not 

currently meet the complex needs of a telecoms setting.

Observability is a cloud-native concept that can help CSPs to gain 

a deeper understanding of their cloud-based networks and IT 

environments, but observability is currently complicated to 

implement. Vendors offer different strategies and tools for 

observability, which introduces the potential for replication of the 

functions delivered by cloud-native system vendors, whose 

applications are built on platforms that also contain Cloud Native 

Computing Foundation (CNCF) observability tools.

In order to understand the state of the network, observability 

functions must be performed in real time and used for all cloud-

native system layers including applications, the cloud platform 

and cloud physical infrastructure. This activity will result in an 

increased influx of data, especially from edge environments, which 

impose compute and storage resource overheads. It will therefore

be challenging to scale the data storage and management 

capabilities that are needed to support observability. 

Only a few vendor solutions that are positioned as observability 

tools can currently address all layers of CSPs’ cloud-native stack 

and potential use cases. Implementing observability will inevitably 

become more complex because vendor solutions will focus on 

specific layers of a cloud-native system, with different vendors 

using non-standardised approaches to address key functions 

such as data collection and storage. 

Figure 2: Current observability solutions are siloed
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Challenge: CSPs will require observability to gain a better view of the state of their 

network and IT environments, but implementation will be challenging

Cloud-native applications providers
(network functions, IT applications or

customer-facing service applications)

Cloud platform environment providers
(PaaS and CaaS) 

Multiple vendors observability solutions span all 

three layers of the cloud stack: 

cloud-native applications, platform and physical infrastructure

Source: Analysys Mason

Observability functions

Cloud physical infrastructure providers
(for example, servers, switches and storage) 

Key Applications Cloud



The role of observability in a telecoms environment and how vendors can facilitate its implementation

Vendors should provide CSPs with a clear understanding of the 

value of observability so that CSPs can select the right solution 

and associated ecosystem. Once an observability platform is in 

place, CSPs can more confidently build the capabilities 

required to operate cloud-native networks and IT environments. 

This will allow them to derive maximum returns on investment 

in cloud-native technology, including 5G networks.  

Once CSPs have a clearer understanding of how observability can 

be used in a telecoms environment, they can better appreciate it, 

and aim to implement multiple use cases. In addition, by reducing 

CSP confusion about observability, vendors can benefit from a 

more-vibrant market for their associated solutions.

In order to successfully implement observability for the telecoms 

market, vendors need to fulfil key requirements such as 

underpinning their solutions with a well-defined data strategy and 

making them fully open. Vendor’s data strategies need to address 

issues associated with the lifecycle of observability data from 

collection to analysis. It will be challenging to meet these 

requirements, but adoption of open-source tools and frameworks 

can help CSPs and vendors to achieve these requirements in a 

more standardised, scalable and cost-effective way.

Vendors should be more open by working collaboratively with 

CSPs, peers and industry standards organisations within the 

telecoms industry to offer interoperable observability solutions. 

This approach will ensure that siloed approaches to observability 

are minimised, and that more cost-effective solutions can be 

offered to CSPs.

Figure 3. An observability framework for the cloud-native 

environment
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Solution: vendors must communicate the value of observability within the telecoms 

ecosystem and deliver its benefits effectively to CSPs

Cloud physical 

infrastructure

Cloud platform 

environment

Applications 

(network 

functions, IT)

Cloud stack layers

Simplified and standardised data collection and transfer

Visualisation and analysis framework to discover and investigate new 

events from the cloud-native environment, including cloud-native network

Consolidated data environment with defined data governance

policies on access and storage requirements 

Multiple use cases and workloads 
(including AIOps use cases for operations, security, application 

optimisation, edge workload management and new service creation)

Data flow
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Recommendations
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1
Vendors must help CSPs to understand the value of observability, which will be critical as CSPs transition to 

cloud-native operations.

Vendors should provide CSPs with a clear understanding of the value of observability so that CSPs can select the 

right solution and associated ecosystem. Once an observability platform is in place, CSPs can more confidently 

build the capabilities required to operate cloud-native networks and IT environments. This will allow them to derive 

maximum returns on investment in cloud-native technology, including 5G networks. 

2
Vendors should focus on developing platforms that are open and that can contextualise and expose 

observability data to third-party solutions.

Openness, contextualization and exposure of observability data are critical requirements that observability 

platforms must address for CSPs. Openness can be achieved using industry recognized APIs to collect and expose 

observability data to third party applications. Solutions that can derive context will help eliminate data overload 

and ensure only relevant data is stored. Data exposure will enable observability platforms to drive innovation

3
Vendors should collaborate with CSPs, peers and industry standards bodies to develop observability solutions.

Many vendors offer piecemeal solutions that are either specific to network or IT functions, or which only address 

one or two layers within a cloud-native stack. In order to win customers in the telecoms market, vendors need to 

develop a complete set of observability capabilities. These should be compatible with other solutions in the 

observability ecosystem, as well as support multiple use cases. Vendors should also engage with open-source 

communities, so cloud-native observability tools are central to the ecosystem’s observability framework. 
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Global leaders in TMT management consulting

Analysys Mason is the world’s leading management 

consultancy focused on TMT, a critical enabler of 

economic, environmental and social transformation.

We bring together unparalleled commercial and 

technical understanding to deliver bespoke consultancy 

on strategy, transaction support, transformation, 

regulation and policy, further strengthened by globally 

respected research.

Our clients value our advice which combines deep 

domain knowledge with global reach and local insight 

into markets to help them achieve meaningful business 

results.

We are committed to our clients, employees and 

communities – contributing to a world where technology 

delivers for all.

analysysmason.com/what-we-do
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