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WHO SHOULD READ THIS REPORT

KEY QUESTIONS ANSWERED IN THIS REPORT

About this report
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This report is based on a survey of 34 telecoms operators 

worldwide. The participants reflect a wide range of operator types, 

from small challengers to some of the largest incumbents. The 

respondents know the market for security products well; most had 

more of an emphasis on selling security solutions than the 

average business telecoms operator.

We asked the respondents about their security offerings for the 

small and medium-sized business (SMB) market (defined as 

organisations with up to 1000 employees).

The questions covered the security products sold, future product 

plans and vendor partners. We also asked respondents to rate 

security vendors. Finally, we asked for suggestions on how 

vendors could improve. 

This report includes the results of the survey and our analysis of 

the outputs.

All of the operators participated confidentially and their inputs are 

anonymous. We do not name any operators or their suppliers. 

▪ Security vendors’:

• strategy teams

• sales teams that target telecoms operators

• marketing divisions.

▪ Telecoms operators’:

• strategy teams

• product managers

• heads of enterprise/business/SME/SMB

• heads of security.

▪ What security products are operators currently selling to SMBs?

▪ What security products are operators planning to add to their portfolios 

in the next 12 months?

▪ Which security vendors are operators working with?

▪ How do operators rate different security vendors overall, and in the 

following areas: ease of doing business, pricing, portfolio and product 

quality? 

▪ How can security vendors better address operators’ needs?
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Operators most commonly offer network security products, 

thanks to their close link with connectivity services. Operators 

also frequently offer web, email and endpoint security 

products.

Mobile security is offered by fewer operators than network or 

endpoint security. This is largely because seven of the operators 

surveyed only offer fixed connectivity, and some of the converged 

operators only have a limited mobile presence (for example, as an 

MVNO). 

A small number (three) of the operators surveyed also offer 

penetration testing, and two offer SIEM and security operations 

centre (SOC) services for SMBs. 

Most operators offer at least some of their security products as 

part of a managed service.1

A striking share of operators plan to add new security products 

to their SMB portfolios in the next 12 months (more than 20% 

for certain solutions). 

Operators’ planned adoption of almost all security services is high 

(and as high as 32% for endpoint detection and response (EDR) 

and data loss prevention (DLP)). Even if these figures are overly 

optimistic for the next 12 months, they signal operators’ intent to 

grow their SMB security offerings. 

Figure 2: Overview of telecoms operators’ current or planned 

security portfolios for SMBs, 20202
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Operator security portfolios: network security products are the most commonly 

offered, but many operators are planning to rapidly expand their portfolios

1 See the appendix for a breakdown of the results related to managed security services offered to SMBs by operators. 
2 Question: “Which of the following security solutions (or services) do you currently offer to SMBs (and plan to start offering to 

SMBs in the next 12 months)?”; n = 34. 

Network security Endpoint security Mobile security

Data securityOtherWeb and email security
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The mid-market (organisations with 100–999 employees) is as 

important as the large enterprise market for telecoms 

operators that sell security services. 

We asked operators to estimate the portion of their security 

revenue that comes from organisations of different sizes (Figure 

5). The results should be treated as a rough guide only, because 

we did not ask for exact figures. Furthermore, the respondent 

operators may not be reflective of the broader market.

The results suggest that the SMB market overall (that is, 

companies with fewer than 1000 employees), and the mid-market 

in particular (100–999 employees), is a very important segment 

for operators, despite only accounting for less than 40% of the 

total security spend (according to our forecast). 

This emphasis on the mid-market makes sense for operators: 

they will often have a direct relationship with businesses in this 

market and will therefore not rely on channel partners. As such, 

operators are well-placed to promote other products. 

Furthermore, operators should be well-placed to serve mid-

market customers that have requirements that are complex, but 

not so complex that bespoke solutions with extensive professional 

services are needed.1

Figure 5: Operator security revenue by customer size, 20202
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Operator security revenue: the mid-market is an important revenue generator for 

telecoms operators that sell security services

1 For more discussion on this point, see Analysys Mason’s Security and the mid-market: how telecoms operators can launch a 

proposition. 2 Question: “Thinking only about your security revenue from business customers, roughly what portion comes from 

organisations of the following types? ”, n = 31.

https://www.analysysmason.com/research/content/reports/midmarket-security-proposition-ren02-ren04/
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Consulting

We deliver tangible benefits to clients across the telecoms 

industry: 

▪ communications and digital service providers, vendors, 

financial and strategic investors, private equity and 

infrastructure funds, governments, regulators, broadcasters 

and service and content providers

Our sector specialists understand the distinct local challenges 

facing clients, in addition to the wider effects of global forces.

We are future-focused and help clients understand the challenges 

and opportunities new technology brings.

Research

Our dedicated team of analysts track and forecast the different 

services accessed by consumers and enterprises.

We offer detailed insight into the software, infrastructure and 

technology delivering those services.

Clients benefit from regular and timely intelligence, and direct 

access to analysts.
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Analysys Mason’s consulting and research are uniquely positioned

Analysys Mason’s consulting services and research portfolio
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Research from Analysys Mason
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Consulting from Analysys Mason
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