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WHO SHOULD READ THIS REPORT

KEY QUESTIONS ANSWERED IN  THIS REPORT

About this report
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This report is designed to help telecoms operators that are 

considering developing a cyber-security offering for the mid-

market, or that have such an offering and want to develop it 

further. Here, we define ‘the mid-market’ as organisations with 

between 250 and 1000 employees.

This report is based on the following sources.

▪ Interviews with service providers that are already selling to 

this market. We have held formal interviews with 12 

operators that have developed security propositions for the 

mid-market,1 and had a number of less-structured 

conversations with operators about the security opportunity.

▪ Interviews with security technology vendors. We have 

spoken to many of the key security vendors that serve the  

mid-market, many of which have been profiled in our cyber-

security research programme.2

▪ This report will be of interest to anyone within an operator involved in 

selling security services to medium-sized companies (for example, 

strategy teams, security divisions, product teams and sales and 

marketing teams). 

▪ It will be of interest to security vendors that are looking to better 

understand how they can partner with operators.

▪ It will also be of interest to other service providers that are offering 

cyber-security services to the mid-market (such as managed services 

providers (MSPs) and cyber-security specialists) that want to understand 

how operators are approaching this opportunity. 

1 For more information, see Analysys Mason’s Approaches to providing security services to the mid-market: 12 telecoms operator 

case studies.
2 For more information, see the Analysys Mason website. 

▪ What are the strategy options when developing a security proposition?

▪ Which products should be prioritised, and which can be launched later?

▪ Which customers should be targeted?

▪ What role does acquisition play in a security strategy?

▪ How can operators differentiate their security offering?

https://www.analysysmason.com/Research/Content/Reports/mid-market-security-ren02-ren04
https://www.analysysmason.com/services/Research/smb-ict-channels-forecasts/cyber-security/
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Security is a key revenue growth opportunity for many 

operators, and the mid-market (companies with between 250 

and 1000 employees, roughly) is an important segment to 

target. However, security is a complex and relatively new area 

for many operators, so they should start with a reasonably 

simple offering and build on it over time. 

This report is designed to help operators that are assessing the 

security market and is based on interviews with operators that 

have already launched propositions. We recommend that an 

operator should build its security proposition around its existing 

connectivity business and add capabilities over time. The long-

term aim should be to drive meaningful incremental revenue by 

developing a comprehensive security proposition.

Figure 1: Comparison of the two main approaches for operators 

looking to provide security to the mid-market
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Executive summary

KEY RECOMMENDATIONS

1. Do not think of security in isolation. Security builds on 

connectivity and this link can help an operator to define its 

strategy and establish differentiators.

2. Go step by step. An operator does not need to have an 

extensive portfolio at the time of launch.

3. Aim to build a more-extensive security portfolio over time. 

An operator will need to offer more than basic network 

security products to generate significant revenue from 

security. 

•

•

•

•

Source: Analysys Mason
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Operators have many reasons for playing a greater role in the 

security market.

Operators’ service provider competitors will offer security 

products, and if operators do not follow suit, their connectivity 

businesses are likely to suffer. Service providers will combine 

security products with SD-WAN and will reduce telecoms 

operators’ ability to contend for basic internet connectivity 

contracts, thereby limiting the scope for differentiation and 

increasing price competition.  

Security is a large and growing opportunity, especially in the mid-

market. We estimate that the spending on cyber security in the 

mid-market was around USD10 billion worldwide in 2019, and 

that it will grow to USD18 billion by 2024 (13% CAGR). (For 

reference, spending on connectivity in this market is stable at 

around USD40 billion.)

Operators are well-placed to address the security space. Many 

have a large existing customer base in the mid-market to which 

they could cross-sell cyber security. Operators also already have 

some expertise and credibility in security on which they can build.

Operators need to gain new skills and market understanding to 

succeed in the security space. 

There are a number of differences between the security market 

and operators’ core connectivity businesses. This means that 

there are several challenges for operators to overcome, including 

the following.

▪ Capabilities and skills. Mid-market firms typically have an 

internal IT team but no security specialists, so need expert 

guidance, thereby creating a potential market for operators. 

However, operators often do not have the skills/capabilities 

or processes that are required to meet this demand, so will 

need to obtain them before entering the market. 

▪ Products. Many operators already have a limited security 

portfolio, but this will need to be expanded and offered as a 

managed service. 

▪ A lack of differentiators. Potential customers already have 

established relationships with security suppliers and all 

suppliers have similar product sets. Most operators are not 

known as security providers, so they must develop 

differentiators to succeed in this market.

6

Challenge: the cyber-security market is different to the telecoms market and this 

creates new problems for operators
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Operators should start with a limited security proposition that 

is aimed at existing customers. The longer-term ambition 

should be to develop a wider portfolio that will appeal to more 

firms.

The first section of this report discusses the two main strategies 

that operators have already adopted for security. 

The approach taken by most operators is to sell more security 

products to existing customers. We call this the ‘connectivity-first’ 

approach to security because the proposition is led by the 

connectivity offering. This approach limits the potential 

opportunity for an operator because only a small number of 

products are offered and only existing customers are targeted. 

More advanced operators are taking what we call the ‘balanced’ 

approach to selling security. Operators in this category have 

expanded both their portfolio and their target market, thereby 

allowing them to sell to companies that are not already 

connectivity customers. This should be the long-term ambition for 

most operators.

(There is also another approach, ‘security-first’, where the 

operator leads with security. However, we do not recommend this 

strategy to most operators and do not discuss it in detail in this 

report.)

The second section of the report discusses the portfolio, sales 

strategy and organisational structure that an operator needs in 

order to adopt either a ‘connectivity-first’ or ‘balanced’ approach. 

A key point in this section is that the portfolio can be simple to 

begin with and be built up incrementally, thereby allowing the 

operator to transition from the limited ‘connectivity-first’ approach 

to the more lucrative ‘balanced’ approach. 

The third section covers the differentiators for an operator’s 

security business and explores how they can position their 

offering relative to the competition. This section also provides 

examples of how different operators are already differentiating 

their security propositions. 
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Solution: operators should start with a reasonably simple security offer and build on 

it over time
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Recommendations
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1 Profiles of the security strategies of operators (including PCCW) can be found in Analysys Mason’s Approaches to providing 

security services to the mid-market: 12 telecoms operator case studies.

1
Do not think of security in isolation. Security builds on connectivity and this link can help an operator to define 

its strategy and establish differentiators, especially in the early stages.

Operators are unlikely to become the best pure-play security services providers, but they have access to the same 

basic security products as their competitors, and can link these tightly with other products (such as connectivity) 

of which security is an essential component. Operators can become trusted partners for the provision of a range of 

services, including security.  

2
Go step by step. An operator does not need to have an extensive portfolio at the time of launch.

Most operators will want to sell security alongside their existing portfolios, rather than act as managed security 

services providers with a full set of security products. As such, an operator can gradually build up its portfolio and 

capabilities over time. Their transition to SD-WAN provides them with an excellent starting point. PCCW is an 

example of this approach: its is expanding its portfolio and capabilities gradually, and is earning credibility with 

customers in doing so.1

3
Aim to build a more-extensive security portfolio over time. An operator will need to offer more than basic 

network security products to generate significant revenue from security. 

The basic portfolio of security products that an operator offers when it launches its security division will limit its 

security revenue potential. An operator must add products in order to grow its security revenue, and should also 

change its sales strategy and potentially restructure its organisation. The rewards for making these changes are 

significant, as can already be seen in the performance of some operators, such as Orange. 

https://www.analysysmason.com/research/content/reports/mid-market-security-ren02-ren04/
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Tom Rebbeck (Research Director) leads Analysys Mason’s Operator business services and IoT research practice drawing on more than 18 

years of experience in the telecoms sector. He is based in our London office, but works for clients worldwide. Tom is a specialist on the Internet 

of Things (IoT) and other enterprise services and has written widely on the role for operators as telecoms markets develop. As well as published 

research, he has worked on projects for a range of clients, including operators, regulators, industry bodies and vendors. Many of these projects 

have been supported by original research, such as expert interviews and customer surveys.
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CONSULTING

We deliver tangible benefits to clients across the telecoms 

industry:

▪ communications and digital service providers, vendors, 

financial and strategic investors, private equity and 

infrastructure funds, governments, regulators, broadcasters, 

and service and content providers.

Our sector specialists understand the distinct local challenges 

facing clients, in addition to the wider effects of global forces.

We are future-focused and help clients understand the challenges 

and opportunities that new technology brings.

RESEARCH

Our dedicated team of analysts track and forecast the different 

services accessed by consumers and enterprises.

We offer detailed insight into the software, infrastructure and 

technology delivering those services.

Clients benefit from regular and timely intelligence, and direct 

access to analysts.

Analysys Mason’s consulting services and research portfolio
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Analysys Mason’s consulting and research are uniquely positioned
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Research from Analysys Mason
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Consulting from Analysys Mason
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