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Vendors of cyber-security solutions need to change
their approach to benefit from the operator channel

January 2020
Tom Rebbeck

Operators provide an attractive route to market for vendors of cyber-security solutions: they have a large
customer base, and bundling security products with connectivity is a logical move. Operators also have
ambitious plans to expand their security propositions. However, vendors need to do more to benefit from this
channel — operators require different types of support from other partners, a point that few vendors seem to
recognise.

Operators are expanding their portfolios

We surveyed 34 telecoms operators in 3Q 2020 about their plans and activities in the small and medium-sized
business (SMB) security market.* Figure 1 shows the products and services that operators offer and plan to
offer. The plans should be treated with caution because they may mix aspirations with more solid plans.
However, the direction of the results is evident; telecoms operators are expanding their portfolios. Existing
propositions are dominated by network security products, such as firewalls and DDoS protection. Fewer
operators offer endpoint or mobile security solutions, but many are planning to add these in the future.

1 We define SMBs as companies with up to 1000 employees.
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Figure 1: Overview of operators’ current and planned security portfolios for SMBs?2

Firewalls and UTM solutions 91% 9%
DDoS protection 94% 0%
Intrusion detection/prevention 74% 21%
Web security 79% 12%
Web application firewalls (WAFS) 62% 24%
Endpoint protection 71% 9%
Email security 65% 15%
Vulnerability assessments/management 56% 21%
Mobile endpoint security 50% 26%
Endpoint detection and response (EDR) 44% 32%
Data backup and recovery 62% 12%
Mobile device management (MDM) 56% 18%
Identity and access management 41% 29%

Data loss prevention (DLP) 35% 32%
Mobile application management (MAM) 35% 18%
Security awareness training 26% 26%

0% 20% 40% 60% 80% 100%
Percentage of operators

m Currently offer  m Plan to start offering in the next 12 months

Network security Endpoint security Mobile security
Web and email security Other Data security

Source: Analysys Mason

These findings have implications for vendors. Operators are already well set for firewall solutions. Each
operator on our panel works with 2.4 network security vendors on average. Vendors that focus on this space will
struggle to add themselves to the list.

Operators will be looking for partners to provide other solutions, such as endpoint detection and response, which
32% of our panel want to add, and mobile endpoint security (26%). The prospects of partnering with operators
are brighter for security vendors with these products in their catalogue.

More operators are entering the security market

Security vendors should not just concentrate on operators that are already involved in the security market. More
operators are launching security services. Figure 2 provides details of operators that announced significant
expansions of their security propositions in 2020. Other operators also have plans, as yet unannounced, to enter
or significantly expand their presence in the security market.

Question: “Which of the following security solutions (or services) do you currently offer to SMBs (and plan to start offering to
SMBs in the next 12 months)?”; n = 34.
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Figure 2: Telecoms operators that announced significant plans for security in 2020

Operator Plans announced in 2020 Detalils

Etisalat Acquired the security firm Help AG Etisalat completed its acquisition of the UAE-based
security service provider Help AG in February 2020
[link].

Fastweb Using an acquisition to expand the set Fastweb took a 70% stake in security firm 7Layers in
of security services that it will offer to October 2020 [link]. In particular, Fastweb will expand
customers its threat management and intelligence services.

Liquid Telecom Launched a new Cyber Security unit It is developing end-to-end managed security solutions

in partnership with Cyber Risk Aware, Logicalis,
Microsoft and Netskope [link].

Vodafone Idea (Vi) Expanded its managed services Vi Business, the business unit of Vodafone Idea, is
offering with Fortinet building a set of managed network security services in
partnership with Fortinet [link].

Source: Analysys Mason

It is obvious why these operators have these plans. The market for security services is growing strongly —we
expect SMBs’ spending on security services to grow at around 10% annually for the period 2020-2025.
Operators already have a customer base to sell services to and a close relationship exists between connectivity
and security products.

SMBs are also open to purchasing security solutions from telecoms service providers, especially if they are
satisfied with the core connectivity products. Well over half of SMBs would consider their telecoms operator as
a supplier of security services if they were satisfied with the core connectivity offering, according to another of
our surveys.

Operators are an attractive route to market for security vendors

Telecoms operators provide an attractive route to market for security vendors, but vendors need to change to
better serve it. In our survey of operators, we asked how security vendors could improve their offerings. Ease of
use of solutions was the most important issue for operators. Nearly two-thirds of respondents identified this as a
top-3 priority. A vendor that can make its solutions easier to use, and can demonstrate this to operators, would
have a clear advantage. Profitability inevitably was identified as another important area for improvement — a
top-3 priority for 62% of operators.

In contrast, ease of doing business and marketing support were ranked the least important by respondents.
Operators already have sufficient marketing resources of their own and are well-equipped to work with external
vendors (for example, they have large procurement teams). It is likely that telecoms operators differ from
security vendors’ other channel partners (such as resellers and managed service providers (MSPs)) in these
respects.

We also asked the operators for a single suggestion for what security vendors could do to help them. The most
common suggestions related to support. Operators feel that vendors do not consider them to be a distinct type of
channel with unique requirements. Vendors need to do more to understand how operators sell to SMBs, and how
operators’ requirements are different to those of their other channel partners.
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https://www.helpag.com/press_release/etisalat-completes-acquisition-of-cybersecurity-specialist-firm-help-ag/
https://www.fastweb.it/corporate/media/comunicati-stampa/cyber-security-fastweb-acquisisce-il-70-della-societa-7layers/?lng=EN
https://www.liquidtelecom.com/about-us/news/Liquid_Telecom_Revolutionises_Cyber_Security_with_New_Offering
https://telecom.economictimes.indiatimes.com/news/vodafone-idea-partners-fortinet-to-offer-managed-security-services-to-enterprises/79544077
https://www.analysysmason.com/research/content/reports/security-solutions-smes-ren04-rdmz0/
https://www.analysysmason.com/research/content/reports/security-solutions-smes-ren04-rdmz0/
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Operators are also not impressed by the pricing models offered by many of the security vendors. They would
like to see vendors offer more flexible pricing models, such as a pay-as-you-grow, rather than insisting on high
minimum value or volume commitments.

Fortinet is an example of a vendor that does well in these respects. It was extremely well regarded by operators.
It is also notably a key partner for both VVodafone Idea and Etisalat, two of the operators in Figure 2.

Operators are well placed to help security vendors to reach new customers but they have different requirements
from other channel partners. Vendors need to respect and understand this, if they are to win share through the
operator channel.

For more results from our survey, see our reports Cyber security in the SMB market: survey of telecoms
operators and Analysis of vendors of cyber-security solutions for SMBs: telecoms operator survey.
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https://www.analysysmason.com/research/content/comments/operator-security-survey-ren04-rdmz0-ren02/
https://www.analysysmason.com/research/content/reports/operator-security-survey-ren04-ren02/
https://www.analysysmason.com/research/content/reports/operator-security-survey-ren04-ren02/
https://www.analysysmason.com/research/content/reports/security-vendor-survey-ren04/

